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D-Link Nuclias Unity

Nuclias Unity Quick Start Guide

The following instructions will guide you through configuring your D-Link Nuclias Unity. New
users deploying multiple access points and switches for a complete Nuclias Unity experience
must follow the steps bwelow.
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Introduction

Nuclias Unity is a cloud-managed networking solution designed for SMBs and offered free of charge. It
enables organizations of any size and any level of IT expertise to quick and easy set up, configure, monitor,
troubleshoot, and manage single-site or multi-site network deployments. All devices can be controlled
remotely through a cloud-based management portal.

Access Nuclias Unity

Nuclias Unity is a cloud-managed platform accessible through Google Chrome or Microsoft Edge web
browsers.

Before accessing Nuclias Unity, ensure you have an active internet connection, then open your web browser
and enter the required URL to begin.

Given URL: https://login.unity.nuclias.com/

v (N Nuclias Unity

C | <n hitps://loginunity.nuclias.com

Before you begin managing your network through Nuclias Unity, please complete the following two critical
steps to ensure successful device adoption and management. All compatible devices must be running a
firmware version that supports Nuclias Unity cloud management. Please check the D-Link support website for
your specific device model and install the minimum required firmware version as indicated in the compatibility
document.

Ensure your D-Link switches and access points are listed on the official Compatible Device List for Nuclias Unity.
Refer to the PDF available at the link below:

Given URL: https://www.dlink.com/tw/zh/-/media/product-pages/nuclias/nuclias-unity/compatible-products-
for-nuclias-unity-solutionv16.pdf
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Sign In
To access Nuclias Unity, you need a valid email address and password. Before signing in, you must first register
your email address to activate your Nuclias Unity account.

Enter your email and password, then click Sign In to access Nuclias Unity.

You haven't registered your email account for Sign In. Please click 'Create Now' to register your name and
email address for Nuclias Unity.

< nuchas

unit

Sign In

Email

name@example.com

Password

=

Remember Me Forget Password

Sign In

Don’'t have an account? | Create Now
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Create a New User Account

To create your Nuclias Unity account using the web browser, enter your Name and a valid Email address, as
a six-digit verification code will be sent to it.

Make sure the password follows the rules listed below.

Password Rules (Important and Must Follow):

Length: The password must be 8-30 characters long to ensure sufficient security.

Composition: Must contain ALL of the following:
« Must include at least one uppercase letter (A-Z), one lowercase letter (a-z), and one number (0-9).

Allowed at least one Special Characters: ~!@# $ A&* {}[1() _-+=.]:;""<,>/\

Security Restrictions:
Cannot be the same as the user name.
« Cannot be the same as default login accounts (e.g., "admin") or default IP addresses.

Must be non-consecutive characters (e.g., "1111" "aaaa" are not allowed).

Note: If a non-compliant password is set, the device may reboot and cause abnormal operation.
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Enter your password following the rules, then enter it again in the Confirm Password field. Review and agree
to the Terms and Conditions, then click Next to continue.

<nuclas
unit

Create Account

Email*

Password* @

[ =)
Min. 8 characters with a combination of uppercase letters, lowercase
letters, numbers, and symbols.

Confirm password*

| have read and agree to the Terms and Privacy*

| agree to receive promotional and product updates from D-Link

Have an account? Sign In Now
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Verify E-mail

Click Send the verification code to your registered Email account, when you receive six-digit verification code
fill into the verification code box.

<nuclias

unit:

Verify E-mail

Verify your Email address to create your new account
An Email with a verification code has been sent to

test@dlinkcorp.com
Verification code expires after 10 minutes

Enter verification code

UO0000E=

Have an account? Sign In Now

subsidiaries.
tion. All rights res

If you have not received the email, wait a few more seconds for the verification code to arrive before completing
your account registration.
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Add Organization

After creating your user account, open your web browser and sign in to Nuclias Unity using your email and
password. Once you have successfully logged in, you will be prompted to create your Organization name,
followed by your Site name. These will form the core structure for managing your network and devices within
the Nuclias Unity platform.

Click Add Organization.

< nuchas
unity g

Jo

Please select your Organization, or create a new one.

Organization = Role = Created -

No entry in the table, you can create a new organization.

| ©  Add organi

D-Link is a registered trademark of D-Link Corporation and its su
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Enter the required details—Name, Country, Time Zone, NTP Server, and the organization-level username
and password. The username must be “admin’, and the password must comply with the password rules.
Then click Save, as shown in the image below.

Add Organization

Organization Name

Select Country

Time Zone \ Select a Time Zone

NTP Server \ ntpl.nuclias.com

Inventory Device Account

UserName* |

Password* {

Cancel

An Inventory Device Account is maintained at the organizational level to manage devices before they are
deployed to specific sites. It provides centralized control over procurement, staging, and distribution, ensuring
consistent oversight at the management level.
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After you create your Organization Name, it will appear as shown in the picture below. If you need to add
additional organizations, click Add Organization in the top-right corner to create another Organization Name.

If you have already created an organization, click your Organization Name to create your site under that
organization.

Now click the organization to create a Site Name.

Please select your Organization, or create a new one. Q @ Add Organization

Organization = Role = Created =
D-Link Unity Test Super Admin 2025-11-20 11:07:44

« ¢ Page 1 ofl » »  Results per page: 20 v

Add Site

After creating your Organization Name, the system will guide you to the next step to create a new Site for your
organization. As shown in the picture below, click Add Site to create a new site.

. nuclias a

Jo

a
Name v Role

<

No entry in the table, you can create a new site.

@® Add Site

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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Enter the required details—Name, Country, Time Zone, NTP Server, and the site-level username and
password. The username must be “admin’, and the password must comply with the password rules.
Then click Save, as shown in the image below.

Add New Site X

-

Site Name L J

Select Country \/ v \

L J

-

Time Zone ( v J

=

NTP Server ( ntpl.nuclias.com J
8

Address

Device Account

- N
UserName* ( J
&

Password* [ L\ /‘

Cancel Save

Each site has a dedicated Device Account with a common password shared by all devices assigned to that
site. This provides site-level credential management, enabling users to access any device within their location
(e.g., all 10 devices at a site would share one password).

After creating a Site Name, it will appear as shown in the picture below. If you need to create another site, click
Add Site in the top-right corner.

a
Name B Role s
« < Page 1 of1 » » Results per page: 20 v

Nuclias Unity is now ready to manage and monitor your devices, such as Access Points and Switches. The next
step is to prepare your devices so they can be configured and connected to the internet.
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Device Configuration

To begin configuring your switches, you need to know the device’s default IP address, username, and password.

To Initiate step-by-step Switch Configuration:

1. Basic information required before configuration
«  Default Switch IP Address: 10.90.90.90
« Default Switch username: admin
« Default Switch password: admin
2. Network requirements for accessing the Web-based GUI
«  The PC must be on the same subnet as the switch.
. If the switch has the default IP 10.90.90.90:

« The PCIP must be: 10.90.90.X
«  Where X: 1-89 or 91-254
+ e.g:10.90.90.100

+  Subnet mask: 255.0.0.0

3. Requirements for Nuclias Unity cloud device discovery
- Enable D-Link Discovery Protocol (DDP)

4, Default IP mode of D-Link switches
« Default mode: Static IP

- To obtain an IP address automatically, enable DHCP

Note: Please reset the device to its default settings if the device default IP address is not 10.90.90.90.
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Ensure your PCis connected to the switch using an Ethernet cable, and configure your PCIP address and Subnet
as shown in the picture below.

IP Address for Switch: 10.90.90.90
Subnet: 255.0.0.0

IP Address for your PC: 10.90.90.100
Subnet: 255.0.0.0

Now enter your switch IP address (10.90.90.90) into your web browser, as shown in the picture below.

} 10.80.90.90

(@ 10.90.90.90
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A login dialog box will appear after you enter the switch’s IP address in the web browser.

Enter the username “admin” and the password “admin.” You may also select your preferred language before
proceeding.

Enter your username and password

User Name \admin |
Password [seees ]
Language \English V|

Login l l Reset

After entering your username and password, the Smart Wizard page will appear. Do not select DHCP mode
at this stage, as it will break the connection between your PC and the switch. Simply click Exit, as shown in the
picture below, to proceed to the main dashboard for further configuration.

Welcome to Smart Wizard

The wizard will guide you for basic configurations for the IP Information, SNMP, and User Account.
If you do not want to change the settings, click on "Exit" to go back to the main page.

Step 1 of 3: The wizard will help to complete settings for System IP address, Netmask, and
Gateway|

10 - 90
192 . 168

- 90 - 90

N
- 11 . 254
e | e
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When you click Exit in the Setup Wizard, the switch dashboard will appear as shown below.

D-Link

Building Networks for People

© Onine tie © D 0

Refresh Infsrval

D-Link

DMS-1250-10SP

Logged in as Administrator, admin - 192.168.100.100 B8 Logout

B S o K Took U vr Wizard
ey
Devics Information
= DiS-1250-108P
5 System Device Type
& Management System Name
& L2 Features System Location
=] ;3 g?a‘wes System Contact
= o Boot PROM Version
& AcL
S Securty Fimware Version
& oAm Hardware Version
& Wontoring
@ Green Utilization
cru
2
Average: 5%

DMS-1250-10SP Multi-Gigabit Ethemet PoE Smart Managed Suitch MAC Address 00:12:50:32:00:01
Switch 1P Address 192.168.100.107
Mask 255.255.255.0
Gateway 192.168.100.1
100,001 System Time 03:04:44 01012023
V100,004 Serial Number QQABC12345600
Al
. Used

Flash Memory

[F32506KE]

Click Management from the drop-down menu on the left side. Then select DHCP and choose D-Link Discovery
Protocol Settings. By default, it is disabled, so enable it and click Apply to save the changes.

D-Link

Building Networks for People

Refresh Interval

)-Link

DMS-1250-28P

= Save X Tools *+* Wizard
DDP Global Settings
= DMS-1250-28P
= System D-Link Discovery Protocol State @ Enabled () Disabled I
TS G = rowly
USEr ACCOUNTS Settings
% Password Encryption
= @ SNMP DDP Port Settings
+ [ RMON - - -
+ @ DHCP From Port [eth1/01 To Port [eth1/0/1 Status |Enabled Apply
% DHCP Auto Configuration
% DHCP Auto Image Settings
: TenetWed ;! 0 osas_ |
——ssS Weg eth1/0/1 Enabled
‘ covery Protocol Setting eth1/0/2 Enabled
+- [ L2 Features
5 @ L3 Features eth1/0/3 Enabled
- [ QoS eth1/0/4 Enabled
= @ AL th1/0/5 Enabled
- @ Security = Ut
+- @ OAM eth1/0/6 Enabled
- [ Monitoring eth1/0/7 Enabled
¥ Green
eth1/0/8 Enabled
eth1/0/9 Enabled
eth1/0/10 Enabled
eth1/0/11 Enabled
eth1/0/12 Enabled
eth1/013 Enabled
-
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After enabling DDP, you also need to enable LLDP to ensure proper device discovery and communication.

Now, Go to L2 Features from the top-left drop-down menu, select LLDP Global Settings, and enable LLDP
State, LLDP Forward State, LLDP Trap Status, and LLDP-MED Trap State. Then click Apply, as shown in the image

below.

D-Link

Building Networks for People

& Save v K Tools v *a Wizard

D-Link

DMS-1250-12TP

@ OnlineHelp v Bg

POE Fail m OK

P LED RIGHT

Refresh Interval

_I 0 secs v

DMs-1250-12TP
“ @ System

VLAN Configuration Wizard
802.1Q VLAN
Asymmetric VLAN
VLAN Interface

VLAN Tunnel

GVRP

Auto Surveillance VLAN
Voice VLAN

STP

ERPS(G.8032)
Loopback Detection
Link Aggregation

+ @ L2 Multicast Control

:
TS
5

BB EEEEN

ort Settings
LLDP Management Address L|
LLDP Basic TLVs Settings
LLDP Dot1 TLVs Settings
LLDP Dot3 TLVs Settings
LLDP-MED Port Settings
LLDP Statistics Information

bEY

LLDP Local Port Information
LLDP Neighbor Port Informatic
#- @ L3 Features

+. 60 ARP

U EY B Y B

LLDP Global Settings

LLDP State

LLDP Forward State
LLDP Trap State
LLDP-MED Trap State

@ Enabled O Disabled
@ Enabled O Disabled
@ Enabled O Disabled
@ Enabled O Disabled

Apply

LLDP-MED Configuration

Fast Start Repeat Count (1-10)

LLDP Configurations

Message TX Interval (5-32768)
Message TX Hold Multplier (2-10)
Relnit Delay (1-10)
TX Delay (1-8192)

LLDP System Information

Chassis ID Subtype
Chassis ID

System Name

System Description

System Capabilities Supported
System Capabilties Enabled

4 times

MAC Address
40-86-cb-ad-0b-10
Switch

DMS-1250-12TP Multi-Gigabit Ethernet PoE Smart Managed Switch

Repeater,Bridge
Repeater,Bridge

Apply

Apply
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After enabling LLDP, you also need to enable DHCP so the switch can obtain an IP address automatically when
the switch connected to the internet.

Now, go to L3 Features in the drop-down menu at the top-left corner, click IPv4 Interface, select DHCP under
IP Settings, and click Apply, as shown in the picture below.

o )'Lilll( s 293a 4vCa G 7a 8% 9a (0¥ [ 129138 14vIGA (67 17a18v19a20921a22v23a24v 25a26% 27a28v Refrash Interval

Building Networks for People DMS-1250-26P
= Save ~ A Toos ~  *& Wizard @ Online Help - Logout
® DMS-1250-28P IPv4 Interface Settings H DHCP Client
+ [ System
+- [ Management Interface vian1 Back
E i
Settings
* ALl
sute ETEE
5 IPv4 Static/Default Route
% IPv4 Route Table
% IPV6 Interface IP Settings
% IPv6 Neighbor
% IPV6 Static/Default Route CetiEkoun
% IPv6 Route Table IP Address 10 . 90 - 90 - 90
DNS Server Settings Mask m‘
W @ Qos
5 [ ACL
4 [ Security
4 @ OAM
+- [ Monitoring
+- [ Green
-

At this stage, your PC will be disconnected from the switch, and the switch is now ready to connect to the
internet to obtain an IP address automatically.

Before continuing, make sure your setup is connected to the internet. You may use a D-Link router or a USB
dongle to provide internet access. Confirm that your PC, switch, access point, and mobile phone are all connected

to the same network. This ensures that all devices can communicate properly during configuration.

Now use your web browser on the PC to log in to Nuclias Unity. Ensure the PCis connected to the internet, and
verify that your Organization and Site Name are displayed.

Note: By default, DHCP should be enabled on the access point. If it is not enabled, please log in to your access
point and enable DHCP.

Next, launch the Nuclias Unity app and ensure your Android or iOS mobile device is connected to the internet.
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Below is a simple environment setup featuring a PoE switch and an Access Point, which will be discovered and
managed through Nuclias Unity.

The diagram also shows how your existing network connects to the internet.

Ensure that all devices are connected to the same network, as illustrated in the connection diagram below.

{nuclias
unity

Internet

a IP Address: 192.168.1.1

D-Link Router

—
/ /= \IPAddress:192.168.1.1O

Le em=e )
PoE Switch
IP Address: 192.168.1.20 & IP Address: 192.168.1.30
< nuclias
N 1",‘
Labtop Access Point

IP Address: 192.168.1.40
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Nuclias Unity App

Download the Nuclias Unity app from the QR code for download application or use the Google Play Store
(Android) or the Apple App Store (iO0S), and ensure that you install the recommended or latest supported
version. Make sure your mobile device is connected to the internet, then launch the Nuclias Unity app and log
in with your registered Email Address and Password.

Note: Your mobile phone must be connected to the same network, with internet access, as the other devices.
If your mobile device is not on the same network environment, the Nuclias Unity app will not be able to detect

your connected devices.

Before launching the Nuclias Unity App, make sure you have created an Organization and Site Name through
the web browser.

Download QR Code:
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Click Quick Setup to log in to the Nuclias Unity app.

Nuclias Unity

Quick Setup

Quick and simple deployment of network
devices to Nuclias Unity
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Sign In - Nuclias Unity APP

Log in to the Nuclias Unity app using your registered email address and password. Ensure that the credentials
match the account you created earlier. Once logged in, the app will connect to your Nuclias Unity organization

and allow you to begin discovering and managing your devices.

<nuclas

unit

Signin

Username

name@example.com

Password

L3
Remember Me Forget Password

Sign In

D-Link Nuclias Unity Configuration Guide
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After successfully logging in to the Nuclias Unity app, you will be prompted to select your Organization and
Site Name, as shown in the picture below.

Nuclias Unity X

Select an Organization and a Site to manage
your devices.

Select an Organization

Select a Site

If you do not have an Organization to select,
please add and manage your Organization
through the Nuclias Unity Portal Website.
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Now select your Organization Name and Site, as shown in the picture below, and click Next to proceed to the
next step.

Nuclias Unity X

Select an Organization and a Site to manage
your devices.

Select an Organization

Unity_Test_GMD v
Select a Site
GMD-Test v

If you do not have an Organization to select,
please add and manage your Organization
through the Nuclias Unity Portal Website.
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To discover connected devices through Nuclias Unity, ensure the Scan (Multicast) option is
enabled. By default, this option is already enabled in the Nuclias Unity app. If your devices are still
not detected, enable IP Range (Unicast) and manually configure the required IP address range.

When using IP Range (Unicast), you must enter the correct IP range for your connected devices. Please consult
your IT administrator to provide the appropriate IP address range.

To set up the IP address range, follow the example shown in the picture below. For instance, you can set the
range from 192.168.0.1 to 192.168.0.255.

If you want to set another IP address range, click Add an IP Range, then click Next to proceed to the next step.

< Nuclias Unity

Search for Nuclias Unity supported device
within your connected network.

Scan (Multicast)

IP Range (Unicast) (D

From[ 192.168.0.1 _ﬁto[ 192.168.0.255 ] (-]

@ Add an IP range

D-Link Nuclias Unity Configuration Guide 23



D-Link Nuclias Unity

the device you want to manage through Nuclias Unity and click Authenticate to proceed to the next step.

<

Device Found

After setting up the IP address range, the connected devices will appear as shown in the picture below. Select

g g
Device Found A

8 devices have been found. Please select

device(s) for operation.

O DXS-1210-16TC
V2.03.008

10.90.90.90 a8
64:29:43:91:fa;20

O DAP-X30600U
1.01

192.168.11.81 o)
be:22:28:e7:26:30

DAP-X3060W
O oo

192.168.11.110 a
bc:22:28:e7:af:00

° DAP-X3060
1.01

192.168.11.159 =)
00:25:50:60:49:39

O DMS-1250-28P

10.90.90.90 a8

Vv1.03.005 dcieae7:cc:27:70
O DAP-E9560 192.168.11.117 o)
1.00 bec:22:28:e7:af:20

DMS-1250-12TP
O V1.03.005

192.168.11.91 a
bc:22:28:27:9d:eb

& DGS-1100-24PV2
v4.00.B021

10.90.90.90 =)
28:3b:82:00:22:02

Selected 1 devices

Authenticate
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When authenticating, you must enter the device’s username and password. If authentication fails, it indicates
that the device’s login credentials may have been changed from the default settings. In this case, we recommend

performing a hardware reset on the device and then adding it again.

The default username and password are both “admin.” You may also set your own username and password
based on your requirements. After entering the credentials, click Apply to authenticate and adopt your devices.

£ Device Found A

5 devices have been found. Please select

device(s) for operation.
DAP-X3060 192.168.0.173 =
1.01 00:25:50:60:49:39
Login
{admm |
admin O

Apply
( Cancel )

Selected 2 devices

Authenticate

D-Link Nuclias Unity Configuration Guide
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When you authenticate the device, a notification will appear at the top indicating how many devices have
been authenticated for management through Nuclias Unity. Tap the notification to continue and adopt your
connected devices into Nuclias Unity.

£ Device Found

8 devices have been found. Please select
device(s) for operation.

a 1 of 8 devices have been authenticated, s
tap to continue.

O DXS-1210-16TC 10.90.90.90 =)
Vv2.03.008 64:29:43:91:fa:20
O DAP-X30600U 192.168.11.81 a8
1.01 bc:22:28:e7:a6:30
O DAP-X3060W 192.168.11.110 a
1.00 bc:22:28:e7:af.00
O DMS-1250-28P 10.90.90.90 8
V1.03.005 dciea:e7:cc:27:70
DAP-E9560 19216811117
O 1.00 bc:22:28:e7:af:20 a

O DMS-1250-12TP 192.168.11.91 a8
V1.03.005 bc:22:28:e7:9d:eb

O DGS-1100-24PV2 10.90.90.90 8

wA NN RND1 20-2h-29-AN-29-M9

Selected 0 devices

Authenticate
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Turn On DHCP

Now select the authenticated device and click Turn On DHCP before clicking Adopt, as shown in the picture

below. This enables DHCP on the device so it can obtain an IP address automatically.

4 Device Found

8 devices have been found. Please select
device(s) for operation.

@ Device Authenticated (%]

192.168.11.159,

@ 0AP-x3060 00:25:50:60:49:39

Turn On DHCP
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Adopt Device

Now select the authenticated device and click Adopt, as shown in the picture below.

4 Device Found A

8 devices have been found. Please select
device(s) for operation.

@ Device Authenticated (%]

192.168.11.159,

@ DAP-x3060 00:25:50:60:49:39

Turn On DHCP
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Device Adaption

After clicking Adopt, a success notification will appear, as shown in the picture.

The adopted devices will now appear under your Organization and Site Name. Click Done and repeat the

process if you need to adopt more devices into your organization.

To verify that your devices are online, log in to Nuclias Unity using a web browser and check your Organization.

Device Adoption

DAP-X3060 192.168.11.101
@ Push Successful 00:25:50:60:49:39

D-Link Nuclias Unity Configuration Guide
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Nuclias Unity Proxy

Nuclias Unity Proxy is a dedicated software appliance designed to act as an intermediary bridge between the
Nuclias Unity cloud platform and specific high-end on-premises network devices.

Here are the key details about Unity Proxy based on the provided documents:

Software-Based Solution: It is not a hardware controller. The Unity Proxy software must be installed on a PC
running **Windows 10 or a later version (64-bit)**.

The supported device of Unity Proxy will be more and more in the future. Suggest to put “Resource Center”
URL let user can download Unity Proxy and also can check Compatible Products.

Pre-configuration Requirements: switches managed via Unity Proxy require manual pre-configuration before
they can be adopted. This includes enabling the D-Link Discovery Protocol (DDP), enabling the IP SSH Server
State, generating an RSA Host Key (e.g., 2048-bit), and setting the IPv4 interface to DHCP. It also requires a
third-party component called Npcap (version 1.86 or higher) to function properly.

DDP Enable - Enables the D-Link Discovery Protocol

e D)-Link 2 Jaterbaz0szizzvziadis Zazv Z28v Refresh Jnferval
D-Link =" : :

Building Networks for People DMS-1250-28P

& Save v & Toos v

*»Wizad @ OnlineHelp - [ERY v/
nk vV y Protoco

* DMS-1250-26P

= @ System

= @ Management
% User Accounts Settings
% Password Encryption

DDP Global Settings

D-Link Discovery Protocol State

@ Enabled O Disabled I
e —

™

eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Apply

“ @ SNMP DDP Port Settings
“- @ RMON
%@ DHGP From Port enton To Port O Status Enabled ~ Apply
2 DHCP Auto Configuration
% DHCP Auto Image Settings
. Teeuwe e ey
> Session Timeout eth1/0/1 Enabled
% D-Link Discovery Protocol Setting = e
% @ L2 Features
@ [ L3 Features etn1/0/3 Enabled
- @ QoS eth1/0/4 Enabled
@ AcL
& @ Security eth1/0/5 Enabled
5 @ OAM eth1/0/6 Enabled
ES- @ Monitoring eth1/0/7 Enabled
- . Green
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SSH Global Setting: Enable - Enables Secure Shell (SSH) access, allowing secure remote management of the
device through an encrypted command-line connection.

y Enatied ~]
-
' -
& Pl Baves Rinde v
v - B e o T . 10 -
"
s ] ra ity
"

435

Generate Host Key - Select the Key Modulus with the maximum bit (2048) value for stronger security, then
click Generate to create the key data.

2 Logged Fan Ao

W [ ——
v Wy Typee A .
- doads oa v 1 I s Dbt
*
5 s 512
.
& i il Wy A
B s
- L
. o v e
iy o i s ETI
o g g Sr e
' e iy Do A B T A RADUA R AL Do
o
& i
5
T™h
5 M

Click Generate, then a Success message will appear.

10.50.90.50 @
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After generation, the key data will be displayed.
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Enable DHCP Mode - Allows the router to automatically assign an IP address to the device.

D-Link - FEEHEEEHEEEH "

Building Networks for People DMS-1250-28P

': Save v A Tools v~ ** Wizard @ OnineHelp v [SrCH S Logout

* DMS-1250-28P IPv4 Interface Settings ‘ DHCP Client
#- @ System
#- @ Management Interface viant Back |
# @ L2 Features
5 @ L3 Features Settings
© @ ARP

% IPv4 Interface State Enabled S\ Apply |

% IPv4 Static/Default Route
% IPv4 Route Table

% IPV6 Interface IP Settings

% IPV6 Neighbor

% IPv6 Static/Default Route Get IP Form

3 IPv6 Route Table P RGeS (0. 9. % o]

% DNS Server Settings -
¥ @ QoS Mask 255. 0 - 0 - O = |
- @ ACL
@ Security
= @ OAM
% [@ Monitoring
= @ Green

Before install and use Nuclias Unity Proxy, you need to turn off the firewall on your Windows PC. Navigate to
Firewall & Network Protection on your Windows PC, then Turn Off the Microsoft Defender Firewall.

2 Private network
- Networks at home or work, where you know and trust the people and Have a question?

® Home devices on the network, and where your device is set as discoverable. —
et help

O  Virus & threat protection

Active private networks

& Account protection Help improve Windows Security

e Give us feedback
| @ Firewall & network protection ~ @@@@@@RRFrances

B  App & browser control
Change your privacy settings
i Microsoft Defender Firewall : :
O Device security View and change privacy settings
Helps protect your device while on a private network. for your Windows 11 Pro device.
@ Device performance & health . .
Privacy settings
& Family options N Privacy dashboard
O Protection history FhegyStepement

Incoming connections

Prevents incoming connections when on a private network.

=) Blocks all incoming connections, including those in the list of allowed
&2 Settings apps.
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Install Nuclias Unity Proxy on your computer to connect the local network with the Nuclias Unity cloud platform.

"l D-Link Muclias Unity Proxy Setup = Pt

Welcome to the D-Link Nuclias Unity
Proxy Setup Wizard

The Setup Wizard will install D-Link Mudias Unity Proxy on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Agree to the Terms and Conditions, then click Download to install and redirect to NCAP install page.

NOTE: Before launching the Nuclias Unity Proxy software, you must first agree to the Terms and Conditions, then click the URL to
download the NCAP file and install the NCAP driver. This must be done before finishing the proxy installation; if the proxy installation
is already complete, ensure the NCAP driver is installed prior to launching the software.

M MNuclias Unity Proxy Setup = *

Warning Messages : n UCI 1as

Flease review the following description carefully.

Mudlias Unity Proxy (Windows version) uses a third-party component, Mpcap, on the DDP layer 2
device discovery function. Mpcap is independent from any of Nudias Unity Proxy services, if you
would like to use this function, please read Mpcap Copyright [ End User License Agreement carefully
and completely before you download and install.

Please read the Mpcap License Agreement carefully and completely before downloading and
installing.

MNpcap.MPCAP COPYRIGHT [ EMD USER. LICEMSE AGREEMEMNT
https: {{github.com/nmap/npcap/blobjmaster LICEMSE

BI understand and agree to the content of warning messages and MPCAP COPYRIGHT / EMD
|ISER LICEMSE AGREEMENT above and hereby agree to download Mpcap 1. 75.

Download] https: {/npcap.com/distinpcap-1. 75.exe

If you do not install Mpcap, the layer 2 discovery function will be disabled, Mevertheless, you still can
use layer 3 discovery to configure the IP address range, then to find and adopt devices. Please
restart the Mudias Unity Proxy service to activate the DDP layer 2 discovery function if you installed
Mpcap. Thank you very much for your cooperation.

< Back Cancel
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The installer will suggest a default path, such as C:\Program Files\NCAP Driver. We recommend using this
location.To change it, click Browse, select your desired folder, and click OK. When ready, click Next to continue.

Destination Folder

"8 D-Link Muclias Unity Proxy Setup

Install DLink Mudias Unity Proxy to:

= >

" nuchas

Click Mext to install to the default folder or dick Change to choose another.

|C: YWProgram Files\D-Link),

Change...

Back

Mext | Cancel

1

Click Install to begin installing the Nuclias Unity Proxy. The installation progress will be displayed on screen.
This process may take a few minutes. Please wait for it to complete.

F‘ — = - - — -
Fl L/-LINnK MNuclias Unmy Froxy 5

Ready to install D-Link Nuclias Unity Proxy

‘nuchias

Click Install to begin the installation, Clid: Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back

# Install

Cancel
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Once the installation is complete, click Finish to exit the setup wizard. The Nuclias Unity Proxy is now installed
on your system.
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To confirm the software was installed successfully, go to the search bar on your taskbar and type Nuclias Unity
Proxy. If the application appears in the search results, the installation is complete and ready to use.

Do wimrite.
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Navigate to the location where you downloaded the NCAP driver file. Double-click the file to begin the
installation process.

& MNpcap 1.75 Setup — e
License Agreement

Flease review the license terms before installing Mpcap 1.75.

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT f EMD USER LICEMSE AGREEMEMT I

Mpcap (https: //fnpcap.com) is a Windows pacdket sniffing driver and
library and is copyright {c) 2013-2022 by Mmap Software LLC ("The Mmap
Project™). all rights reserved.

Ewven though Mpcap source code is publidy available for review, itis

not open source software and may not be redistributed or used in other
software without spedal permission from the Nmap Project. The
standard (free) version is usually limited to installation on five

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 1.75.

I Agree | Cancel

Select and enable all required options as needed, then click Install to begin installing the NCAP driver. Wait
for the installation process to complete.

{37 Npcap 1.75 Setup = X

Installation Options
Please review the following options before installing Mpcap 1.75

B Restrict Npcap driver's access to Administrators only
B support raw 802,11 traffic {and monitor mode) for wireless adapters|

B Install Npcap in WinPcap API-compatible Mode

< Back [[ Install Cancel
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Once theinstallation is complete, click Finish to exit the setup wizard. The NCAP driver is now installed on your
system.

L Npcap 1.75 Setup —
Finished
Thank you for installing Mpcap

Mpcap has been installed on your computer.

Click Finish to dose this wizard.
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Go to the search bar on your taskbar and type Nuclias Unity Proxy. Select the application from the search results
to launch it. Ensure you have a valid account to log in. Enter your credentials, then click Next to proceed.

NOTE: Before launching the Nuclias Unity Proxy software, you must first agree to the Terms and Conditions, then click the URL to
download the NCAP file and install the NCAP driver. This must be done before finishing the proxy installation; if the proxy installation
is already complete, ensure the NCAP driver is installed prior to launching the software.

. nuclias

Welcome

Welcome to the Nuclias Unity Proxy installation.

This installation wizard will help you to setup a probe,
allowing devices manageable by Nuclias Unity cloud using local SNMP and SSH protocol.

Check more information on this website.

Now you'll be asked to use your Nuclias Unity account to authorize this probe.

=

Log in to your Nuclias Unity cloud platform and verify that you have created an Organization and a Site. These
are required before proceeding.

. nuclias

Sign In
Email
Password
&
Remember Me Forget Password
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In the Nuclias Unity Proxy window, select the appropriate Organization from the dropdown menu. Create a
new Unity Proxy or select an existing one from the list, then click Adopt to continue.

. nuclias

Select the Home Organization

Select an Org where you need this probe belongs to

test v

This probe can later be used for scan and adding device to selected organization and its sites, from Nuclias Unity web

portal.

Check the Summary section to confirm the status shows Online and that the proxy is successfully linked to your
Organization. Before proceeding, ensure that the Organization Name and the last five digits of the Unity
Proxy ID are correctly displayed and match your records.

nuclias

Status Summary

Linked Organization

Organization: test

Unity Proxy ID: 909a4d79-28ba-4311-8bc8-afc9945d4e6

Device ID: 45b09d20-7de6-4f89-b8d5-a85ea2ad6d4de

Status: Online
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In the Nuclias Unity Proxy window, verify that the Organization Name and the last five digits of the Unity Proxy
ID are displayed correctly.

. nuclias

Status Summary

Linked Organization

Organization: test

Unity Proxy ID: 909a4d79-28ba-4311-8bc8-afc99g5d4e6

Device ID: 45b09d20-7de6-4f89-b8d5-a85ea2ad6dde

Status: Online

Go to the Nuclias Unity cloud platform and select the appropriate Organization from the menu.

. nuchias a o

Please select your Organization, or create a new one. Q, ® Add Organization

Organization s Role = Created =
test Super Admin 2026-03-27 16:47:27
« < Page 1 of1 > » Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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From the left-side menu bar, navigate to Device

.nuchas = 3
[ BB test ~ Sites
C a
Name = Role <
test Admin
« < Page 1 of1 > > Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

In the Device session, ensure the device name appears along with the last five digits of the Proxy ID, and
confirm the status is Online.

Jo

. nuclias I8

(ED test Devices

All Access Points Switches Inventory Unity Proxy o ®

@ e © CEmD

“

Status s Device Name = Site = Sync Status

O ( onine ) Unity Proxy 5D4E6 - synced

« < Page 1 of1 > » Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved
Terms | Privacy | Cookie Preferences
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Click Add Device, then select Discover to begin searching for available devices.

< nuclias T
unity

Jo

test ' Devices

Al @  Access Points  Switches  Inventory  Unity Proxy @) ® ADD DEVICE
= Provision Al
o) = o i
l & Discover
Status = Device Name s Pt Status =

(@) Unity Proxy 5D4E6 - synced

« < Page 1 of1 > »  Results per page: 20 >

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

In the Proxy Device list, locate and select the Unity Proxy using the last five digits of its Unity Proxy ID for
identification.

Jiscover Settinas

Proxy Device || Unity Proxy SD4E6

Layer 2
) Layer 3(IP)

Select
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Click Start Discover to begin searching for available devices in Nuclias Unity.

<nuclias ot

Jo

L test ' Devices

All Access Points Switches Inventory Unity Proxy @ ADD DEVICE
Q
Status Auth Model Name MAC Address

No Entity in the table

Start Discovery

Settlng-§

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved.
Terms | Privacy | Cookie Preferences

Once discovery is complete, the connected devices will appear in the list. Their initial status will show as
Unmanaged.

Jo

{ nuclrlarg a

\/ﬁ ORG_1 ' Devices

All Access Points  Switches Inventory  Unity Proxy @ ADD DEVICE

© Scan Completed [ O®start ] [@DiscoverySettings]

Status Auth Model Name MAC Address IP Address
@) ( :“ 0 a DGS-1250-28X 00:ad:24:77:fb:40 10.32.2198
) 0) o) DGS-1210-10MP 1c:5¢:20:66:81:00 10.32.5.62

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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Select the device, go to the Action menu, and choose Adopt to begin managing it in Nuclias Unity.

Jo

< nuclias

unity

@ orca v Devices

Al@) AccessPoints  Switches @F)  Inventory
® Authenticate
Start £ Discovery Settings

Unity Proxy @) ® ADD DEVICE

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

& IP Settings
status Auth Model Name MAC Address IP Address
@ Adopt
@ DGS-1250-28X 00:ad:24:77:fb:40 10.32.2.198
E‘) DGS-1210-10MP 1c:5f:2b:66:81:00 10.32.5.62

Enter a username and password for the adopted device, then click Next to continue.

Device Adoption

DGS-1250-28X @ 00:ad:24:77:fb:40 10.32.2.198

@ SSH Authentication
Please enter valid SSH credentials.
SSH Username admin

SSH Password Q

Please ensure the devices' IP settings allow them to reach the controller before proceeding. Incorrect IP settings may
prevent the devices from being adopted successfully.

Add to site Integrated Test

cancel “

44
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The adopted devices will now display a Success status.

Device Adoption

Model Name IP address

e DGS-1250-28X [ ] 00:ad:24:77:fb:40 10.32.2.198 Success

Close

Confirming they have been successfully added and are being managed by Nuclias Unity.

Device Adoption

s DGS-1250-28X (] 00:ad:24:77:fb:40 10.32.2198 Success

Close
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If the device status still shows Registering or Unsynced, wait a few minutes or refresh your browser to allow
time for the connection to update.

o 5wy -qual rcka coms st devines ‘_‘ 8 & 53 '
< nuclias n o
2

n[rm-'lﬂ.l PROKY Test - [

L Y -
28

0]

Sratuch - Cwreci Hame - Sty - Sea - Syrc Slaha - —as

Pags 1 &1 ¢ B Rescliperpigs 20 v
i b gt it of [Hire Corperinten ird B Svie i deluines
A3 e 1 s e b e e tvm wesen 1228 [k Corpen e B8 gt e

After a few minutes or refreshing the page, the device status will update to Online and Syncing, indicating it is
now properly connected and synchronizing with Nuclias Unity.

< nucliqg a g
\jﬁ ORG_1 ' Devices
Al Access Points  Switches @) Inventory Unity Proxy ® Q) @ 8
Status T Device Name T site T SyncStatus T Connectivity T LastSeen H

@] DMS-1250-12TP 9D:EB - unsynced I 2026/03/3017:37:25

@] Online DXS-3610-54T 2C:60 Integrated Test synced I online

o ) RGS2500010 420 ’

0 DGS-1250-28X FB:40  Integrated Test synced B i

0 DXS-1250-28YP 9A13  Integrated Test synced I Onine

« < Page 1 of1 > »  Results perpage: 20 v
D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
Al other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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Login Web GUI

After adopting the devices through the Nuclias Unity app, verify that they appear under your Organization and
within your created Site Name.

Now log in to Nuclias Unity through your web browser, navigate to your Site, and verify the switches or access
points you have adopted into your organization, as shown in the picture below.

After logging in, click your Organization Name. You will then be guided to your Site Name.

Please select your Organization, or create a new one. Q
Organization v Role = Created =
Unity Test GMD Super Admin 2025-11-18 14:16:58

« < Page 1 of 1 » % Results per page: 20 v

To view your adopted devices, click your Site Name, as shown in the picture below.

o« CEED

a a
Name v Role v

GMD-Test Admin

« < Page 1 of1 » » Results per page: 20 v
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When you click your Site Name, the device status will initially appear as Offline, as shown in the picture below.

All o Access Points Switches @ (@] M G
O Status = Device Name = Site = Sync Status = Connecti\
O DMS-1250-28P 27:70 GMD-Test unsynced .

« < Page 1 of1 » »  Results per page: 20 v

The device status will change to Online, which may take up to ten minutes. If it does not update automatically,
click the Refresh option in the top-right corner, as shown in the picture below.

All o Access Points Switches ® Q, 2, Export
a Status = Device Name = Site = Sync Status = Connectivity Last Seen
O DAP-X3060 49:39 GMD-Test synced - -
@] DMS-1250-28P 27:70 GMD-Test synced = -
« ¢ Page 1 of1 » » Results per page: 20 v

At this stage, you have successfully added your devices into your environment. You can now begin managing
and monitoring your connected devices through Nuclias Unity. Additionally, device information such as Memory
Usage, CPU Usage, PoE Power Consumption, Site Status, and more will be displayed on the dashboard.

L wireless Traffic Usage

W Uplink - 4370485,77 Kbps B Downlink - 869575719 Kbps
o8

[BS8 Access Points Channel Utilization
2.4GHZ SGHZ
1 2 2 4 s e 7 8 © 10 M 12 13 14 38 40 44 48

52 56 60 & 100 104 108 M2 WE 120 124 128 132 136 140 144 140 153 167 181 165

6GHZ
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B (vrorors. BB SO

eoe Site network status

(@ MP-ORG1

1li Wireless Clients Activities

=3 )

— ==

Internet Switch Access Point Client
Online Online Online

o Total o Total 1 Total

Offline 3 Offline o Offline 12

@ New @ Existing Disconnected

30 01:00 02:30

17:30 19:00 20:30 22:00

&S Access Points Overview &S wireless Clients by RSSI = 70 dBm

Clients

1L Top 5 Wireless Clients by Traffic 1L Top 5 Switches by Traffic

“=> Top 5 SSIDs by Traffic

04:00 05:30 07:00 08:30 10:00 11:30

® DGS-1210-10MP 97:20 1.25
® DGS-1250-52XMP FC:78 0.65
= DXS-3410-32SY 98:00 o9
.~ Wireless Traffic Usage
253 Access Points Channel Utilization
2.4GHz 5GHz
1 2 3 a s 5 7 s ° 36 40 44 as s2 56 60 64
6GHz
1 5 9 13 17 21 25 29 33 37 a1 as a9 53 57 61 65
£ Top 5 PoE Power Consumption & Top 5 CPU by Usage
DGS-1210-1... DGS-1250-5...
DGS-1250-5... ["2.00 3 DGS-1210-1...
[F2°00 DXS-3410-3...

“=> Top 5 Access Points by Wireless Cli...

13:00  14:30 16:00

&S Wwireless Clients by Band

1L Top 5 Access Points by Traffic

81 85 80 o3 97 101 105 1

£ Top 5 Memory by Usage

DGS-1250-5...

DXS-3410-3...

DGS-1210-1.

@ PoE Power Consumption

3.70 /500 -«

0O.74 » concumea

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
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Menu

Dashboard - Provides an overview of your
network, displaying device status, CPU and
memory usage, PoE power consumption, client
activity, and site health for quick monitoring.

Topology - LLDP must be enabled to view

e a visual map of your network, showing how
switches and access points are connected. This
helps with device placement and understanding
network relationships.

Devices - Lists devices within your organization
and site. You can view device details, configure
settings, monitor performance, and manage
devices individually.

Wi-Fi Planner Pro - Simulate Wireless network
deployments and signal heatmaps

Events - Provides a centralized log of all network
events and alerts. Administrators can view and
filter events by Severity, Site, Event Type, and
Device Type.

Client - Displays all connected client devices,
such as laptops and phones.

Firmware Management - Enables centralized
firmware updates for both switches and access
points. Administrators can view supported
device models, check current firmware versions.

Settings - Allows you to manage site
configurations, including wireless SSIDs, wired
port settings, port profiles, and time zone
options for your organization.

Support- Access resources like manuals, release
notes, announcements, and device compatibility
lists.

< nuclias v
unity

98 Dashboard

Topology

6

Devices

Wi-Fi Planner Pro

@0
o)

Events

O

5

Clients

ﬂ;f Firmware Management

€§3 Settings

). Support
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Wireless Settings

At the bottom left, click Settings. Then go to Wireless and select SSID to create a consistent wireless network
across all your wireless devices.

Click Create New Wireless Network to set up a new Wi-Fi network for your access points. This new wireless
configuration will be implemented across all sites.

{ nuclias
— o
= s N a g
unity
oo
Qo -] oswa,svanle' | asip n Settings
« SSID > . . . . . .
Status v Wi-Fi Name - VLAN - Wi-Fi Band v Security - Clients -
—
& wired
a) *Y-3060-56_0317 1 5GHz OPEN
©) captive Portal
i ¥-3060-2.4G_0317 1 2.4GHz OPEN
£ Notifications
Profiles « ¢ Page 1 ofl > »  Results per page: 20 v
> General
4 »

D-Link is a registered trademark of D-Link Gorporation and its overseas subsidiaries.
Al other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved.
Terms | Privacy | Cookie Preferences

When you click Create New Wireless Network, a dialog box will appear. Fill in the required details such as Wi-Fi
Name (SSID), Band, Security settings, and VLAN configuration based on your requirements.

Create New Wireless Network

v General

Wi-Fi Name (SSID)

() 246Hz () 5GHz () 6GHz

Encryption Type

VLAN D (1~4094)

Advanced Settings

81D Broadcast ©

Captive Portal Disabled
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Wired Settings

To configure your wired network, go to Settings from the bottom-left menu and select Wired. You will see two
options: Basic and Port Management, as shown in the picture below. Under Basic, you can enable or disable
features such as LBD Configuration and DDP Configuration.

,

= <nuclias 3 8
oo
ao -] os1a,snan|e;n | aisip settings

= wi .
=) S Wireless Global Settings

L1 wired
ot
&l LBD Configuration Enable @ Disable

= Basic >

[a) DDP Configuration O Enable Disable
G = Port Management

- .
" {®, CaptivePortal

£y Notifications

o Profiles

5= General

4 »
D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Under Port Management, you can view all available ports. Select any port to open its settings, where you can
configure options such as Port Status, Port Type, PVID, Allowed VLANSs, Link Speed, and PoE Status.

X
| Unily,TesL..n | GMD-Test n Settings
DMS-1250-28P 27:70/1
Port 1
S Wireless To bateh edit switch ports, please select amodel first
v General Settings
All Models v
B wired
- Basic . switches @3 Access Points Port *
= Port Management > . . . R N N Port Name DMS-1250-28P 27:70/1
Device Name : Pot S St S Speed S PortType +  PvD *  Allowed VLANS
Profiles Port Profile ~
I DMS-1250-28P 27:70 1 auto trunk 1 1 I N
Port State © Enable ) Disable
o= General
DMS-1250-28P 27:70 2 auto trunk 1 1 Port Type Access @ Trunk
DMS-1250-28P 2770 3 auto trunk 1 1 vie !
DMS-1250-28P 27:70 4 auto trunk 1 1 Allow VLAN 1
DMS-1250-28P 27:70 5 auto trunk 1 1 Link Speed Auto ~
DMS-1250-28P 27:70 6 auto trunk 1 1
PoE B
DMS-1250-28P 27:70 7 auto trunk 1 1
PoE Status © Enable ) Disable
DMS-1250-28P 27:70 8 alto trunk 1 1
DMS-1250-28P 27:70 9 auto trunk 1 1 Advance -
DMS-1250-28P 27:70 i auto trunk 1 1 DoP O enae () Disable
LBD © Enable *) Disable
DMS-1250-28P 27:70 n alto trunk 1 1
DMS-1250-28P 27:70 3 auto trunk 1 1
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